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Cyber Intrusion Trends

Cyber Intrusion during September 2009
In this month 550 security incidents were repote@€ERT-In =

from various National/ International agencies. Aswsn in the =
figure, 84 % incidents related to Spreading of naaiwthrougl - =

website compromise were reported in this montH08

unauthorized scanning, 03 % incidents related aonsping, 03
% phishing incidents , 01 % incidents related tosiworm
under the Malicious code category, and 01 % ind&lezlated
to technical help under the Others category wese @ported
in this month.

In this month CERT -In tracked 202478 bot -infected
computers existing in India . The concerned ISPewe
intimated to dis -infect the bot infected systemd €&C
servers to mitigate botnets.

@Phishing BMsalicious Code
OScanning OSpam

OWebsite Compromise & Malware Propagefion BOCthers

Indian Websites Defacement

692 Indian websites were defaced during Septeni@d.2rhe vulnerabilities which might have been eitpd for the
defacements are :

Vendor/Product | Title of Vulnerability References & Patch Information

Multiple Vulnerabilities in Microsoft [IS FTP CIVN-2009107

Service
PHP Multiple Vulnerabilities in PHP CIAD-200944

Remote Authentication Bypass Vulnerability in
Microsoft IIS 6.0 WebDAV

Apache "Options" and "AllowOverride" Security
Bypass Vulnerability

SQL injection vulnerability in the Ice Gallery
(com_ice) component 0.5 beta 2 for Joomla! alloys

Microsoft -1IS

Microsoft -1IS CIVN-200963

Apache CIVN-200966

Joomla! CVE-20086852

remote attackers to execute arbitrary SQL commgnds
via the catid parameter to index.php. ﬂal

com_php for Joomla "id" Parameter Remote SQL
Injection Vulnerability

CRLF injection vulnerability in
bs_disp_as_mime_type.php in the BLOB streaming
feature in phpMyAdmin

CVE-20092400

CVE-20091149

Static code injection vulnerability in setup.php in
phpMyAdmin 2.11.x before 2.11.9.5 and 3.x befafe
3.1.3.1

Open proxy servers

CVE-20091151

Any proxy server that doesn't restrict its clieaté to its own
set of clients and allows any other client to cartrte it is
known as an open proxy server. An open proxy semwler

accept client connections from any IP address aacem
connections to any Internet resource.

file://C:\WebSite\dices\knowledgebase\SecurityBirkeisk-Sep09.htr

Statistics of Open Proxy Servers tracked during
Septembert 2009

11/2/200!



CERT-In:Indian Computer Emergency Response T Page2 of 10

CERT -In tracked 227 open proxy servers functionimtndia
during September 2009. All the concerned ISPs alented
immediately to shut down the open proxy serverbaAchart
of open proxy servers tracked during this yeah@as in the
figure.

Mo, of Open Proxy Server

Jan Feb Mar Apr hlay Jun Jul Aug Sep

Months

Attack Trend
Social Engineering Watch: Another IRS Scam

There is a spam campaign that targets US taxpawtrd-oreign Bank and Financial accounts. The sp&m rides on the
September 23 extended deadline set by the IntBeanue Service (IRS) for filing-BAR' or the Report of Foreign Bank g
Financial Accounts.

The spammed message bears the subject “Noticedsrchported Income” and lures users to click thk that supposedly
contains the tax statement. Users who click the ERLled to a site where they get infected by w&ri6BOT variants. ZBOT|

variants are notorious for their information thesfitines.Trend Micro detected these ZBOT variast$@PY_ZBOT.BZJ,
TSPY_ZBOT.BZT, TSPY_ZBOT.BZS, and TSPY_ZBOT.COB.

More

Malvertisements in NYTimes.com Lead to FAKEAV

People who get their regular dose of news fronNee York Times website were recently told to beséalrwhen browsing
through the said site as malicious advertisemerdise-known as “malvertisements” —are found on éges and are
displaying pop-up windows that falsely report malevanfections on their systems.

More

Bogus Sponsored Link Leads to FAKEAV

Apart from SEO poisoning, cybercriminals have foamadther avenue to proliferate FAKEAV malware—bogpensored
links ( sitio patrocinados in Spanish). Just relgefirend Micro researchers were alerted to malisisearch engine ads tha
appeared in Microsoft's Bing and AltaVista, amatigers, when a user searches the string “malwageliyt Malwarebytes i%
a free antivirus product, but of course, not a Paké Clicking the malicious URL points the userdn executable file name
MalwareRemovalBot.exe-1

More

Training
Workshop on " Advanced Web Application Security” on September 23, 2009

A Workshop on “Advanced Web Application Securitwas conducted on September 23 2009. The objeafithee workshop
is to create awareness within the Government, p@pld critical sector organisations on latest ahdaced attacks on the
Web and Applications therein and to apply defensehanisms and countermeasuresrs against thedesafbategates were
from Government Departments/Ministries, PSUs, Bag#inancial and Critical sector organisation.

[Presentation Materig

Security Alerts

The critical and medium vulnerabilities in various Operating Systems, Application software and Networldevices
discovered during September 2009 and their countergasures along with wide-spreading malicious codeké virus/
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worm/Trojan are given below :

High Vulnerabilities

Discovery/Publish
Date

Microsoft Title of Vulnerability CERT-In References & Patch Information

Multiple Vulnerabilities
Microsoft in Microsoft IIS FTP 1-Sep-09 CIAD-2009107
Service

Multiple Vulnerabilities
in Microsoft JScript
Scripting
Engine,DHTML
Editing Component
ActiveX

Microsoft Control,Windows 10-Sep-09 CIAD-200941
Media Format,
Windows TCP/IP
Implementation,
Windows Wireless
LAN AutoConfig
Service

Microsoft Windows
SMB 2.0 “srv2.sys”
remote code executior
vulnerability

Microsoft Windows
Wireless LAN
Microsoft AutoConfig Service 10-Sep-09 CIVN-2009113
Buffer Overflow
\Vulnerability

Multiple Vulnerabilities
Microsoft in Microsoft Windows 10-Sep-09 CIVN-2009112
TCP/IP Implementatio

Multiple Remote Code
Execution
vulnerabilities in
Windows Media Formdt

Microsoft DHTML
Editing Component
Microsoft ActiveX Control 10-Sep-09 CIVN-2009110
Remote Code Executi
\Vulnerability

Microsoft JScript
Scripting Engine
Memory Corruption
Vulnerability

Microsoft 10-Sep-09 CIVN-2009114

Microsoft 10-Sep-09 CIVN-2009111

Microsoft 10-Sep-09 CIVN-2009109

Discovery/Publish

Date CERT-In References & Patch Information

CISCO Title of Vulnerability

Cisco Nexus 5000
Series Switches Rem¢
TCP Denial of Service
\ulnerability

Linux Kernel
sock_sendpage() Locd|
Privilege Escalation
\Vulnerability

Cisco 15-Sep-09 CIVN-2009115

Linux 15-Sep-09 CIVN-2009108

Discovery/Publish
Date

Miscellaneous || Title of Vulnerability CERT-In References & Patch Information
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PHP

Adobe Acrobat, Reade
and Flash Player
Remote Code Executi
\ulnerability

25-Sep-09

CIAD-200944

Page4 of 10

Mozilla

Multiple Vulnerabilities
in Mozilla Firefox

14-Sep-09

CIAD-200943

Apple

Mozilla Firefox HTML
Element Processing
Arbitrary Code
Execution Vulnerability

14-Sep-09

CIAD-200942

Medium Vu

nerabilities

Microsoft

Title of Vulnerability

Discovery/Publish

Date

CERT-In References & Patch Information

Linux

Multiple Vulnerabilities
in Linux Kernel

30-Sep-09

CIAD-200945

Opera

Multiple Vulnerabilities
in Opera

07-Sep-09

CIAD-200940

Malicious Code Threats

Title of
Malicious
Code

Type

Overview ||Aliaseg

Discovery Date

References

Perz

Worm

It has been
observed that
\Worm named
Perzis
spreading in th
wild. It spreads
through file
sharing
networks. The
\Worm opens &
backdoor on
the infected
system and
download
additional
malware onto
the infected
system. Furthgf
it also injects
malicious
Javascripts int
the vulnerable
webpages to
redirects users
to malicious
websites.

No
aliases
found

September 15,
2009

http://www.symantec.com/business/security _response/

writeup.jsp?docid=200991516225599&tabid=2
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It has been
observed that
Virus named
Lafeeis
spreading in th
wild. It infects
files having
extensions .exg
and .scr by
appending
malicious codsg
at the end of No

September 23,

http://www.symantec.com/business/security _response/
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each file. aliaseg 2009 writeup.jsp?docid=2009923160020-99&tabid=2
Further the found
virus connects
itself to remote
malicous
websites using
HTTP to send
the sensitive
information
that stored on
the infected
system.

It has been
observed that
Trojan Horse
named
Opachki is
spreading in th
wild. It injects
itself into every
process runnin No
on the

Lafee Virus

Opachki |[Trojan compromised ?gﬁf]gs September 22, |[http://www.symantec.com/business/security_response/
computer. It 2009 writeup.jsp?docid=200992213331799&tabid=2
injects Web
pages with
HTML which

directs users tq
the malicious
website when
the injected
pages are
viewed in web
browser.

Security News

Cybercriminals use Trojans and Money Mules to LooOnline Bank Accounts
[Source: finjan.com] 30 September 2009

The cybercriminals used compromised legitimate vtebss well as fake websites, utilizing the crirmesvtoolkit LuckySpoil
to infect visitors. After infection a bank Trojarawinstalled on the victims' machines and stamedneunication with its
Command & Control (C&C) server for instructions.eBle instructions included the amount to be stalem Specific bank
accounts and to which money mule accounts therstotiney should be transferred. Furthermore, th@irmrged onscreen
bank statements concealing the true transactioruanto dupe the account holders and their banks.

More

Tropical Storm Leads to FAKEAV
[Source: blog.trendmicro.com] 29 September 2009

Cybercriminals leveraged on the tropical sto®ngoy (International name: Ketsana) that hit the Philigsi and killed aroun;ﬂ
140 people. Senior Threat Analyst Joseph Pacarfama several malicious sites that appeared eauhttie users search the
strings, “manila flood,” “Ondoy Typhoon,” and “Pigpines Flood,” among others. The said sites enteageone of the top
search results.

Once the user clicks the URL, they will be redieecto several landing pages where they are askdaoltaload an EXE file,

soft_207.exe . Trend Micro detects it as TROJ_FAKEAV.BND. Thitaak does GeolP checks, which mean it only targetg
specific regions or location (one of the landingsis hxxp:/{BLOCKED}uterbestscanll.com/scanliggahp).

More

Firms most often infected by smaller botnets
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[Source:. securityfocus.com] 30 September 2009

While big botnets get the lion's share of attentiothe media, smaller botnets of less than 100hinas are the rule among
most compromise corporate networks, accordingresaarch released last week by security firm Dalabal

The company analyzed 600 botnets that it encouhtarenterprise networks in a three-month period, faund that the
majority -- 57 percent were smaller than 100 nodes. Most of the smalleworiks consisted of customized code created
one of the do-it-yourself malware kits availabldie.

"It looks to me as though these small botnets mylel\wtargeted at particular enterprises -- or gmise vertical sector(s) --
typically requiring a sizable degree of familiarit§th the breached enterprise itself,” Gunter Olimavice president of
research for Damballa, wrote in a blog post.

More

Several Compromised Thai Sites Serve Malware
[Source: blog.trendmicro.com] 28 September 2009

Trend Micro researchers discovered another waveasfs compromised websites involving several The¢gonent agencie§'
sites. One of the compromised sites, the Thai Pailite, was injected with malicious codes to reditsers to several
malicious sites. One of the landing pages, htBUQCKED}t.ru/ip/bchqul.exe served a downloader detd by Trend Micrg
as TROJ_DLOADER.DNG. This Trojan downloader is mggpble for downloading several malware (detected a
TROJ_FAKEREAN.BW, TROJ_CUTWAIL.GQ, and TSPY_ZBOT.AE

According to Senior Threat Analyst Joseph Pacawa@found out about the mass compromise, cybemeélsiare now
entertaining the idea of employing compromisedtiewgite sites as an avenue to proliferate FAKEAVS.

More

Defence hauled in over PM website attack
[Source:.blogs.zdnet.com] 10 September 2009

The Attorney General's Department (AGD) has calietthe Defence Signals Directorate's Cyber Sec@jigrations Centre
and has provided IT security advisors to each eftdingeted agencies in yesterday's attack, acgptdian AGD spokespersq

The only website that appears to have been affénteesterday's distributed denial-of-service (DD@tsack on governmen
web servers was the site belonging to the Primestéin& Cabinet. But it was not hacked, accordimghie spokesperson.

"I can confirm that the Prime Minister's websiteswanavailable for a short time shortly after 7pnBddeptember 2009.

Visitors to the site received an error messaggtéthat the service was unavailable," said thé&kspperson. "There was no
unauthorised access to the website's infrastrutture

More

Fake Windows Live Malware Spreads via Email

[Source: blog.trendmicro.com] 28 September 2009

Trend Micro threat analysts recently snagged anlgmshing a bogus Windows Live Messenger residinigttp://
{BLOCKED]}s-live-msn.serveftp.com/Windows_Live_9.0eta.exe (detected 880ORM_VB.PAB). The .EXE file is, of
course, not the “real” Windows Live Messenger bhbathat reports to an IRC-based C&C with thedwihg details about
the infected system:

The said bot's primary function seems to be MSNrspang. As of this writing, the C&C channel is curtly idle, as it has nat

yet issued commands. Apart from MSN spamming, #e 3ot was also designed to spread via USB autandrP2P
networks like Kazaa and Limewire.

More

From Gimmiv to Conficker: The lucrative MS08-067 flaw
[Source:.blogs.zdnet.com] 23 September 2009
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The critical MS08-067 vulnerability used by the @oker worm to build a powerful botnet continuesb®a lucrative securit]
hole for cyber criminals.

During a presentation at the Virus Bulletin 2009fevence here, a trio of Microsoft researchersediesl the malware attack
linked to MS08-067 and found that criminal gangs till exploiting the flaw to plant data-theft Taas on vulnerable
Windows machines.

Even before the appearance of Conficker in Nover2b8B, the Microsoft research team said three miffemalware familieg
— Arpoc, Gimmiv and Clort — were already using tleele execution hole to “test the effectiveness®floit code.

The researchers — Elda Dimakiling, Francis Allam Beng and Scott Wu —said the three malware fasnised different
techniques and tricks to launch exploits copiedfpublic Web sites like MilwOrm.com but it wasntitil the appearance of
Conficker that the attacks took on a professionadré sinister — turn.

More

A simple way to protect removable drives from malwee
[Source: net-security.org] 22 September 2009

You don't need a lot of time or knowledge to exedhe few changes that Trend Micro suggests pingegbur drive against
the Autorun feature.

To be able to do this, you must first format thizelusing NTFS (if you haven't already), becaudy tis type of formatting
allows you to execute the wanted procedure.

Create inside the root directory of the drive a &f folder named Autorun.inf. As worms are knowiypass this simple
solution by replacing the legitimate file with thralicious one, use file permissions and restrissge changes.

Additionally, create (also in the root directoryjnbre file or folders and name them "recycle”, x&der"”, "recycled" and
"setup”. Why? Because these are the names malwasemore often.

More

Brute-force attacks target twoyear hole in Yahoo! Mail
[Source:.theregister.co.uk] 18 September 2009

Scammers are exploiting a two-year-old securitglimlYahoo's network that gives them unlimited apyuties to guess
login credentials for Yahoo Mail accounts, a reskar said.

The vulnerability resides in a web application thatomates the process of logging in to the wideld webmail service.
Because it fails to carry out a variety of secucityecks followed by the login page Yahoo! Mail ssgpically use, it's
providing criminals with a backdoor through whicteu accounts can be breached, said Ryan Barmettial of application
security research at Breach Security.

"If the front gate of your castle is your login gatp Yahoo Mail, they've done a good job of seauiifi he told The Registern
The web application amounts to "some sort of wiatenel that the bad guys are walking right throligh.

Over the past seven weeks, a sensor deployed byGVé&She Web Application Security Consortium, dagected "a few
thousand" or more attempts to use the unprotectddapplication to carry out brute-force attacksiser passwords, Barnet]
said. Because the sensor is installed on just baemassive number of open proxies, the honeygdikdly detecting only a
small fraction of the overall activity, he added.

More

Remote exploit released for Windows Vista SMB2 wornhole
[Source: blogs.zdnet.com] 17 September 2009

Security researchers at penetration testing firrmumity have created a reliable remote exploit cepabspawning a worm
through an unpatched security hole in Microsofmahant Windows operating system.

A team of exploit writers led by Kostya Kortchinsagtacked the known SMB v2 vulnerability and crdaeaemote exploit

("2

that's been fitted into Immunity's Canvas pen-begsgilatform. The exploit hits all versions of Winvde Vista and Windows
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Server 2008 SP2, according to Immunity's Dave Aitel

Immunity's Canvas is used by IDS (intrusion deteciompanies) and larger penetrating testing fama risk management
tool.

Exploit writers at the freely available MetasplBiject are also close to finishing a reliable eigbr the vulnerability,
according to Metasploit's HD Moore.

More

SANS outlines the top cyber security risks
[Source: net-security.org] 15 September 2009

SANS released the "Top Cyber Security Risks" repiith covers covers March-August 2009 that featatéack data from
TippingPoint intrusion prevention systems proteg#n000 organizations, vulnerability data from @@DO systems compile]
by Qualys, and additional analysis and tutoriath®y Internet Storm Center and key SANS faculty memrsb

L

The report's target audience is major organizatilbaswant to ensure their defenses are up-toatateare tuned to respond fo
today's newest attacks and to the most pressimgrabilities.

The report uses current data from appliances aftdfa@ in thousands of targeted organizations ¢wige a reliable portrait
the attacks being launched and the vulnerabilitieg exploit.

More

New York Times pwned to serve scareware pepps
[Source: http://www.theregister.co.uk] 14 Septenf@i9

The New York Times was co-opted into pushing faki-@irus malvertisements after hackers broke itgdanner ad feed
over the weekend.

Surfers visiting the site were confronted by malis pop-up window that falsely warned that thegtegns were infected. Th
ruse was designed to scare people into buyingaaale utility of little or no value.

1%}

The NYT issued a warning (extract below) on thefigage of the website and via its Twitter feedsoimday. The paper
explained that the pop-ups were the result of aadthorised advertisement”.

More

Linux webserver botnet pushes malware
[Source:. theregister.co.uk] 12 September 2009

A security researcher has discovered a clusterfetted Linux servers that have been corralledantpecial ops botnet of
sorts and used to distribute malware to unwittingge browsing the web.

Each of the infected machines examined so fadisdécated or virtual dedicated server running &ifegte website, Denis
Sinegubko, an independent researcher based in Magnik, Russia, told The Register. But in additmnunning an Apache
webserver to dish up benign content, they've adéemthacked to run a second webserver known as,ngish serves
malware.

More

Cutwail botnet spamming 'IRS unreported income' thened malware
[Source: blogs.zdnet.com] 10 September 2009

Researchers from MX Logic — now part of McAfee —vaantercepted a new malware campaign spammedeby th
Pushdo/Cutwail botnet, that's using an ‘IRS unriggbincome* notices in an attempt to trick the pemts into downloading a
tax-statement.exe executable.

The Pushdo/Cutwail botnet remains among the mageagively spamming cybercrime platforms, withldtest campaign
traffic averaging about 90,000 emails per hour ediog to the company.
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The latest campaign is dynamically including thapient's email within the page, as well as the usene within the
executable link in an attempt to establish autleé@ygtiusing the following URL structure -

irs.gov.hyullhep .eu/fraud_application/directostsinent.php. Upon execution, the executable (T¥8nWin32.Zbot.gen
downloads more malicious content from known crimen@mmand and control servers.

More

Serious security bug found in Windows Vista
[Source: securityfocus.com] 09 September 2009

An independent security consultant publicized tégk the details to a critical flaw in the servexssage block version 2
(SMB2) component of Microsoft's Windows Vista, Wavas Server 2008, and the release candidate for aMiad .

The researcher, Laurent Gaffié, claimed in his swtyi that the vulnerability causes a Blue ScreebDegth, a pernicious crag
on Windows system, but other researchers have guesty concluded that the flaw is actually remptetploitable, a more
serious issue.

Microsoft acknowledged the flaw on Tuesday in avisaty. The flaw does not affect the latest versibiVindows 7,
Windows Server 2008 R2, nor Windows XP, the compstated. Microsoft took the researcher to tasldisclosing the
information before it fixed the security issue.

Yet, Gaffié argued that the disclosure was faire $bftware company should have done more softwaatkityjassurance

(SQA) on the networking components, he said in-ameé interview with SecurityFocus. If they did efyhwould have easily
found the issue -- it took his fuzzer only 15 paske crash the component, he said.

More

New scam adds live chat to phishing attack
[Source: news.cnet.com] 16 September 2009

Online scammers have created a phishing site mesdjng as a U.S.-based bank that launches a laevdhdow where
victims are tricked into revealing more informatioesearchers at the RSA FraudAction Research Faain

After a user accesses the phishing site, the cimaloww messages come through the browser and nattyjgical instant
messenger application, RSA said ihlag post.

The chat window is displayed if the log-in credalstiare typed in or if any other link on the pagyelicked, said Sean Brady
an online fraud expert at RSA.

The scammer claims to be from the bank's fraudrtieeat and says that the bank is requiring memtoevalidate their
accounts, asking for additional information sucmase, phone number, and e-mail address, accamrgyeenshots. That
information could be used to get access to accamtsnoney online or over the phone.

The scammers are using the open-source Jabbertdcpt to manage the one-one chat, RSA said, declining to identify
bank involved in the scam.

More

Web 2.0 security risks scrutinized
[Source : news.cnet.com] 16 September 2009

Web 2.0 sites that enable people to create coaterihcreasingly used to carry out a wide rangattacks, according to a ne
security study.

Websense's "State of Internet Security” documetgisnthat attackers are focusing their attentiomtaractive Web 2.0
elements. Some 95 percent of user-generated cormmemitiogs, message boards, and chat rooms aee githm or contain
malicious links, the security vendor warned.

"The very aspects of Web 2.0 sites that have magla 50 revolutionarythe dynamic nature of content on the sites, thihal
for anyone to easily create and post content, laadrtist that users have for others in their ontieevorks--are the same
characteristics that radically raise the poteriinbhbuse," Websense said in its report.

h

W
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Web 2.0 sites, the company added, comprise "mafnyieamost visited sites on the Internet. The t0p most visited Web L
properties, tended to be classified as social-neiwg or search sites. Nearly half, or over 47 patcof the top 100 Web sitgs
support user-generated content.

More
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