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THE SQL SERVER 2008 R2 SECURITY STORY



SQL SERVER 2008 R2 SECURITY RECAP



SQL SERVER 2012 SECURITY

Protect data-at-rest

Data/Key separation

Use strong 

authentication

Monitor all activity

Detect non-compliant 

configurations

Industry Certification



USER-DEFINED SERVER ROLES

CONTROL 

SERVER

ALTER  ANY 

LOGIN



DEFAULT SCHEMA FOR GROUPS



CONTAINED DATABASE AUTHENTICATION



AUDIT RESILIENCE



AUDIT ON ALL SKUS



USER-DEFINED AUDIT & AUDIT FILTERING

exec sp_audit_write

1234,

1,

NóHelloWorldô



T-SQL STACK INFORMATION

exec 

hr.viewsalary

select salary 

from hr.payroll



CRYPTO ENHANCEMENTS
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