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Objectives  

• To provide detailed information on 

Cellphones, SIM Cards, etc 

• To explain the basic concepts of forensic 

investigation process for mobile 

communication devices 

• To describe procedures for acquiring data 

from the mobile communication devices 
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A Cellphone may be a 

• Mobile communication device 

• Digital Organiser 

• Low-end computer 

• DigiCam 

• Media Player 
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On-line Transactions by Cellphones 

• On-line shopping 

• Mobile banking 

• Stock trading 

• Flight reservations, 

confirmations and check-in 

• Hotel reservations & 

confirmations 
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Data Storage in Cellphones 

• User data and general configurations setup in 

Volatile memory 

• Evidence is lost if battery is drained 

• For maintaining user volatile data, battery 

power to mobile phone should be maintained 

• Mobile O/S in Flash memory 

• For updating O/S, Flash memory is re-flashed 
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Mobile Communication Devices 

• Cellphones, GPS (Global Positioning System), 

Navigational Aids, PDAs (Personal Digital 

Assistant), Portable Media Players, Portable 

PC, etc. 

 

 

 

 

• Interface to PC: USB/Serial/Bluetooth/Infrared 
18/11/2014 
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Types of Mobile Phones 

• CDMA 

– Code Division Multiple Access 

• GSM (TDMA) 

– Global System of Mobile communications 

• 3G (UMTS or WCDMA) 

– Universal Mobile Telecommunications System 

– Wideband CDMA 

– popularly known as 3G 
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CDMA Phones 

• Also uses R-UIM 

– Removable User Identity Module 

– Popularly R-UIM is also called SIM card 
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GSM Phones 

• Mini SIM Cards (most popular) are used 

• MSPs also provide mobile phones locked to 

SIM Cards 

– Applicable for the subsidised handsets 

• PIN 

– Personal Identification Number 

• PUK 

– Personal Unblocking Code 
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3G Mobile Phones 

• Also called Smartphones 

• Offers increased bandwidth 

• UICC Smart Cards 

– Universal Integrated Circuit Card 

– Equivalent of SIM Card 

– Mostly Size is Micro SIM Card 

– Mini SIM card can be cut to make Micro SIM 

Card to use in Smartphones 
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Information of interest from a 

Cellphone 

• Call history  

• Address book 

• Calendar / 

organiser 

• Images 

• Audio, Video, 

Music 

• E-mail 

• Internet 

• Data storage 

• Short Messages 

(SMS) 

• Multimedia 

Messages (MMS) 
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Information of interest from a 

Cellphone 

• Phone Data Call Registers and SMS 

– MSISDN, Make, Model, IMEI, SIM No, IMSI 

– Numbers dialled (handset) 

– Calls Received 

– Missed Calls 

– Phone Book 

– Text Messages stored on handset 
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Information of interest 

from a Cellphone 

• Phone identity 

• Speed-dial numbers 

• Text messages (SMS) 

• Phone settings 

• Stored audio recordings 

• Calendar 

• Images, Video from 

camera or MMS 

• Stored computer files 

• Call history 

• Stored Application 

• Internet settings 

• E-mail 
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Information on Cellphones  

of interest for investigation 

• Phone settings 

• IMEI (GSM) / ESN (CDMA) 

• Date & Time 

• Contacts 

• Calendar Information 

• Call History 
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Mobile Phone Investigation for? 

• User’s name & address 

• Deleted messages 

• Affairs 

• Deleted Call records 

• Contacts 

• Employee dishonesty 

• Frauds 

• Theft 

• Locked Phones 
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Mobile Handset Forensics: Why? 

• Use of mobile phones to store & transmit 

docs, worksheets, databases 

• Use of mobile phones in on-line transactions 

• Use of mobile phones by criminals in 

coordination of crime 
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Inside a Mobile Phone 

• Hardware 

– CPU, ROM, RAM, digital signal processor, radio 

module, microphone and speaker, data 

communication interfaces, keyboard, LCD display 

• SIM Card 

• Battery (rechargeable) 

• Operating System (OS) 

– Basic / feature phones: proprietary OS 

– smart phones: OS just like PCs 
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Inside a Mobile Device (cont’d)  

• Phones store system data in Flash Memory  

– Enables service providers to install a new 

version of an application on phones remotely 

without physically accessing the flash memory 

• OS is also stored in Flash Memory 

– Nonvolatile memory 
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Data Stored in Mobile Phones 

• GSM refers the mobile phones as “Mobile 

Stations” and divides it into two parts: 

– SIM Card (Subscriber Identity Module)  

– Mobile Equipment (Handset) 

• Portability of SIM cards makes them versatile 

• Recovery of evidence from mobile phones: 

– SIM Card 

– Handset: Phone’s embedded memory 

– Phone’s removable memory (i.e. Micro SD 

Card) 
18/11/2014 CERT-India 20 



SIM Card 

18/11/2014 CERT-India 21 

Data Stored in SIM Cards 

• IMSI (International Mobile Subscriber Identity) 

– SIM card’s globally unique identifier 

• Language Settings 

• Mobile service provider information. 

• Currency information (from call charge counters) 

• Most recent location of the mobile phone. 

• Phonebook Contacts 

• SMS: Sent and received 

• Call Logs – dialled/received/missed 
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IMSI 

• 15 digits 

• First 3 digits: Mobile Country Code (MCC) 

• Next 2 (or 3 digits): Mobile Network Code 

(MNC) 

• Next 10 (or 9 digits): Mobile Station 

Identification Number 
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SIM Card 

• Used most commonly in GSM devices / phones; 

now in CDMA too (called ‘R-UIM’ card) 

• Smart card; Size: Std (credit Card), Mini (mostly 

used now), Micro, Nano (both for smartphones),  

• Flash Memory - 16 KB to 4 MB 

• Contains subscriber information, as stored by the 

service provider 

• Can be transferred from one phone to another (if 

not locked) 

• May contain address book, call history and text 

messages (SMS) 
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SIM Card (cont’d) 

• Provides a subscriber’s unique identity to the 

GSM networks for an authenticated connection 

• Data stored in a SIM card 
– Current (or recent) location of the phone 

– Contacts 

– SMS / MMS 

– Recently dialled numbers 

• Followings are included by service providers 
– Language preferences and network (service provider) 

information 

– Subscriber identification 

– Call and billing information 
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SIM Card (cont’d)  

• Additional purposes of a SIM card : 

– Identifies the subscriber to the network 

– Stores personal information 

– Stores address books and messages 

– Stores service-related information 
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SIM Card Reader 

• A combination of hardware & software device 

is used to access the SIM card 

• General procedure to have SIM Card from 

phone: 

– Remove the back panel of the device 

– Remove the battery 

– Under the battery, remove the SIM card from 

holder 

• Insert the SIM card into the card reader 
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USB SIM Card Reader 
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SIM Card Reader (cont’d)  

• A variety of SIM card readers are in the 

market 

– Some are forensically sound and some may  

not be 

• Documenting the messages, that are yet to 

be read, is critical 

– Use a tool that takes pictures of each screen 
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Mobile Network Setup 
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Main Components of  

a Cellular Network 

• Base Transceiver Station (BTS) – Towers 
– Define Cells  

– Communicates with phones 

– Cell Tower 

• Base Station Controller (BSC) – managing 

s/w 
– Hw & S/w to manage BTS 

– Assign channels to connect to MSC 
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Main Component of  

a Cellular Network 

• Mobile Switching Centre (MSC) – switching 

s/w 
– Connect calls by routing digital packets 

– Contains all subscriber information 

• Home Location Register (HLR) – database 

• Visitor Location Register (VLR) – database 
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Data available from 

the Mobile Service Provider 

• Subscriber information,  

• Location information,  

• Call Details Record (CDR) will have:  

– Phone Nos.: calls made / received 

– date & time of Incoming / Outgoing  calls, 

messages 

– Duration of the calls 

– Initial & final location of the device 
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Data available from  

Mobile Service Providers 

• For billing purpose, MSPs maintain CDR 

• Never record the contents of SMS / MMS 
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CDR (Call Detail Records) 
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 Call Detail Records from MSP 

• User or the person authorised by the user 

• LEA (Police, Judiciary, etc) 

• Security Agencies 

• Org’s authorised under Laws 
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CDR (Call Detail Records) 

• Available from the mobile service providers; 

e.g. MTNL/BSNL, Airtel, Vodaphone, Idea, 

Rel Comm, Tata Indicom, etc. 

• Calls made to & calls received from - Phone 

Nos. 

• SMS / MMS sent to / received from - phone 

Nos. 

• Mobile phone’s location through the linked 

Cell Tower geographic details 
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Area Coverage by antenna 

on Cell Tower 
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Mobile Phone Tracking 

• MSP can provide current location of a 

network connected cellphone, even when it is 

moving 

• To establish connectivity with the nearest cell 

tower, cellphone must emit the roaming 

signal and should be connected to the 

network 

• For knowing current location of the cellphone 

from MSP, active call is not necessary 

• But for the location to be listed in CDR, active 

call is necessary 
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S/w Tool for CDR Analysis 

• Tools: 

–  Analyst Notebook (i2, UK) 

– C5 CDR Analyser (ProSoft, India) 

– CDR Analysis Software (Shree S/w, India) 

• Provide certain information about the user 

– User movements 

– Locations visited 

– Mobile Nos. – frequently called / called by 

– Home location 
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Physical Evidence from a Mobile 

• User’s DNA 

– Loose cheek cells on microphone 

– Skin flakes near buttons, earpiece 

• User Fingerprints from 

– Mobile body / cover / screen 

– SIM Card 
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Memory Card: MicroSD 
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Data Stored in 

Ext. Memory Cards 

MicroSD Card: 

 

• Images (Photos; .jpg) 

• Video Files (.mp4) 

• Audio Files (.mp3) 
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Memory Cards 

• Increasingly common in mobile phones, 

digicams 

• PC-compatible FAT file system widely 

adopted 

• May contain files having pictures, music, 

movies;  

• Deleted data retrievable with established 

computer forensic techniques and tools like 

Foremost, Scalpel, PhotoRec, XACT, EnCase 

or FTK etc. 
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Logical Acquisitions & Memory 

Cards 

• Logical tools can retrieve live data from 

memory cards in mobile phones 

• But the phone never provides deleted files 

during a logical acquisition 

• Memory card should be accessed directly to 

retrieve deleted data 

• How to pullback deleted files from FAT? 
–  use computer forensic toolkits 
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USB Memory Card Reader 
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Mobile Phones 

• General Mobile Phones 

– Nokia, Samsung, LG, Sony Ericsson  

• Smart Mobile Phones 

– Blackberry (RIM), iPhone (Apple), Galaxy 

(Samsung) 

• Chinese Mobile Phones 

– Many, not a standard product ?? 
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Tools for Chinese Mobile Phones 

• UFED Chinex (Cellebrite) 

• Tarantula Chinese Cellphone Analysis Kit 

(eDEC) 

• PC Suite for Chinese Mobile Phones 
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Mobile Phone Forensics  

• People store a wealth of information on cell 

phones 

– But people never think about securing their 

cell phones 

• Investigating cell phones and mobile devices 

is one of the most challenging tasks in digital 

forensics 
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Wealth of Information Stored in 

Mobile Phones 

• Call history 

• SMS & MMS 

• E-mail addresses 

• PINs of ATM, Debit, Credit Cards 

• Pictures, Photographs 

• Personal calendars, date of birth 

• Address/contact info 

• Music/voice/video recordings 

• NetBanking details – A/c Nos. 

(bank, stock) 

• User-IDs & Passwords 
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Mobile Forensic Analysis: 

Challenges 
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Some Practical Challenges 

• Around 16% of the mobile phones are from 
proprietary manufacturers (Chinese?) 

• Most of these are not supported by forensic tools 

• Connection sockets & data cables 

– Wired connections – serial, USB 

• Data communication interface 

– Wireless connections – infrared (IrDA), BlueTooth 

• Right data cable (USB) for a phone 

• Right Power Adaptor (Battery Charger) 

• Phones with no data communication interface 

• Support for newer models by Mobile Forensics 
Tools / Equipment? 
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Mobile Phone Forensics: Challenges  

• No accepted standards to seize and extract 
data from mobile devices till now 

• Various hardware and software designs 

– Many makes & models, but all distinct 

• Different network technologies in use 

– CDMA (Code Division Multiple Access) 

– GSM (Global System for Mobile communication) 

– 3G (UMTS) 

– 4G …. 
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• Mobile phone forensics is more complex than 

Computer Forensics 

• Difficulty in data preservations in seized 

mobile phones 

• Wide variety of cables and connectors 

• Battery based mobile digital device, power 

adapters for charging 

• Unique File System 
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  Mobile Phone Forensics: Challenges 
(cont’d) 

Mobile Forensics:  

Guidelines & Precautions 

• Main concerns with mobile phones are loss of 

power and synchronization with PCs 

• All mobile phones have volatile memory 

– Make sure they don’t lose power before critical 

RAM data is retrieved 

• Mobile phones, if connected to a PC (via data 

cable, bluetooth, or infrared) must be 

disconnected immediately from the PC 

• Time & Date of seizure is crucial 
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Mobile Forensics:  

Guidelines & Precautions (cont’d)  

• Calls & SMSs received after seizure date & 

time may not be admissible in court, however 

the same could be a crucial evidence 

• New call / SMS received  oldest call / SMS 

details out from phone logs 

• So current state of the mobile phone is 

maintained by isolating the device from 

linking it to the MSP’s mobile tower 
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Mobile Forensics:  

Guidelines & Precautions (cont’d)  

• Information that can be retrieved: 

– Service-related data, such as identifiers for the 

SIM card and the subscriber 

– Call data, such as numbers dialled  

– Message information 

– Location information 

• If mobile is switched off due to draining out of 

battery, PINs or other access codes may be 

required to view files 
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Mobile Forensics Toolkit for 

Investigation 
• Mobile Forensic Workstation (Laptop) 

• Read-only Cables (data pilot secure view) 

• USB SIM Card Reader 

• USB MicroSD Memory Card Reader 

• Digital Video Camera with desktop tripod 

• Faraday’s Bag 

• Jammer (10 m radius) 

• Mobiledit! Forensic (Mobile Forensic s/w – GSM, 

CDMA) 

• BitPim (Mobile Forensic s/w – CDMA, Freeware) 
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Mobile Phones Forensics 

Investigation Process 
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1.  Identification 

2.  Seizure 

3.  Isolation 

4.  Data Retrieval 

5.  Analysis 

6.  Documentation 



SEIZURE 
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Seizure of Mobile Phones 

• Have Legal Authority to: 

– Seize the device 

– Examine / analyse the device & its contents 

– Search the site (Warrant) 

• Other Formalities: 

– Photographs 

– Evidence seizure note 

• Witnesses to sign 
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What to Seize? 

• Comm’n Equipment (Mobile Phone) 

• Power Adapter 

• Accessories 

– Communication cable 

• Desktop / Laptop PC – to which the mobile phone is 

usually connected for backup / restore / syncing, if 

any 
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Documentation during Seizing 

• Photograph the phone, showing time setting, state 

(on / off; connected / disconnected from network), 

characteristics 

• Mobile applications installed / running? 

• Document all the actions in log book with date & 

time chronologically 

18/11/2014 CERT-India 64 



Seizing of Cellphone as Evidence 

 Two Options: 

1. If examination of the phone is going to be 
delayed for significant time 

• Always turn off the phone upon seizing it as evidence 
and remove the battery 

2. If the phone can be examined soon in a timely 
manner 
• Leave the phone OFF, if it is already OFF; and leave 

it ON, if it is already ON; as well as, isolate it from RF 
signal from cell tower; no network connectivity 

• Maintain power to the battery – connect power 
adapter to phone 
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ISOLATION 
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Mobile Phones: Isolation 

• Mobile phone is isolated from the incoming calls 

/ SMS by either of the following and isolation is 

maintained: 

– Place the device into a Faraday’s Bag 

(shielded from electromagnetic / RF Signal) 

– Wrap the device into a thicker or a few (5-6) 

layers of  Aluminium foil to block the radio 

signal 

– Change the mobile’s profile to ‘Flight’ (no 

radio link) 
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Options for Isolation 

• Faraday’s bag 

• RF shielded box 

• Cellphone jammers (if legal) 

• Flight Mode, if available 

• Metallic Box / Wrap 

 

Achieve & maintain the isolation 
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Mobile Phones: Isolation 

• The drawback of the isolating a mobile phone is that 

it is put into network searching mode  

– Does not go to standby / sleep mode 

– accelerates battery drainage 

• If mobile is switched off due to draining out of 

battery, PINs or other access codes may be 

required to retrieve data 
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Isolation of the Mobile Phone from 

remote access & network; Why? 

• User can alter, change and delete / 

wipe phone’s data remotely using 

bluetooth, infrared connectivity or by 

calling it by other phone 

• If remain connected to network: new 

calls & SMS’ will replace the oldest one 

(new in, oldest out) 
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ACQUISITION OF DATA 
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Extracting Data from the Mobile Phone 

• It is important to extract data from a mobile 

phone without any change in the phone 

memory 

• All analysis must be done in the shielded 
environment – isolated from RF signal 
emitted by cell tower 
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Mobile Phone Forensics Equipment  

• Biggest challenge is to deal with new 

cellphones models of many makes 

• To acquire evidence from cellphone, following 

three main tasks are done: 

– extract data from the phone by connecting it to 

a mobile forensic workstation 

– Extract data from the SIM Card 

– Extract data from MicroSD Card 
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Mobile Phone Forensics Equipment 
(cont’d)  

• Mobile Forensics Tools 

– Paraben Software Device Seizure Toolbox 

– BitPim (CDMA, freeware) 

– MOBILedit! 

– SIMCon  

• Software tools differ in the features they 

provide and the level of details they capture 

or recover 
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Mobile Phones: Investigation 

• Analyse of following areas of cellphone is done in the 

mobile forensics lab: 

– Internal memory 

– SIM card 

– Removable or external memory cards 

– PC System, to which phone is usually connected for 

backup / syncing 

• To extract & examining the data from a cellphone, 

written authorisation must be available from the 

agency seeking the investigation by a lab 
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Mobile Phones: Investigation 

• Information that can be retrieved: 

– Service-related data, such as identifiers for the 

SIM card and the subscriber 

– Call logs, such as numbers called / received / 

missed 

– SMS / MMS contents 

– Location information 
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Interface for Data Acquisition 

• Data Cable Interface (best) 

– Serial, USB (preferred) 

• Wireless 

– Infrared, Bluetooth 
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General Procedure for Data 

Acquisition from a Mobile Phone 

 Identify the make and model of the cellphone / 

mobile device 

 Download and install the latest updates of the 

mobile forensic tools on the mobile forensic 

workstation 

 Connect the power adapter to phone 

 Identify the correct data cable and use it to connect 

the phone to the workstation 

 Start the mobile phone forensic tool and begin 

extracting / retrieving the available data from phone 
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If SIM Card is in the phone, then 

• Remove & read it through SIM card reader 

• Extract the data from SIM Card using S/w Tool 

• Make the Clone of the SIM Card (called Forensic 

SIM Card Clone) 

• Install the SIM Card Clone into the seized phone 

• With a SIM Card Clone, cellphone is automatically 

isolated from cell tower network signal 

• Carry out the logical extraction of the phone’s data 

through a mobile forensic tool 

• Log all the information as available in the log book 

• Use photography to support the documentation 
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Forensic Cloning of the SIM Card 

• Most of the Mobile Forensic Equipments 

provide this facility 

• Useful in extracting data from a mobile 

phone: 

– Isolates the phone from the mobile networks 

– PIN protected phones 

– Mobile phones without a SIM Card 
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If seized phone is without 

SIM card, then 

• Extract the phone’s data through 

logical extraction using tool and 

examine 

• If required, a dummy SIM Card 

Clone may be installed (does not 

have any data) 
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Acquisition of Phone’s Data 

 Manual Method: 

– using phone’s GUI 

 Using Mobile Forensic Tools 

– Logical (contacts, call logs, SMS, media 

files, calendar, etc) 

– File System (dir + files) 

– Physical (all data from flash memory chips) 

 SIM Cards (flash) 

 External Memory Card (flash memory 

cards) 
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Integrated Mobile Forensics Toolkits 

• Most of the Mobile Forensic Tools / Toolkits 

are subscription based 

– Pay annual subscription charges 

• Device Seizure (Paraben) 

• Mobile Phone Examiner Plus (MPE+) 

(AccessData) 

• Smartphone Examiner (EnCase) 
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Integrated Mobile Forensic Toolkits 

• CellDek Tek (Logicube): GSM, CDMA 

• XRY (Micro Systemation): GSM, CDMA 

• MOBILedit! Forensic (Compelson Labs): 
GSM, CDMA 

• PhoneBase 2 (Envisage Systems): GSM, 
CDMA 

• Secure View (Susteen): GSM, CDMA 

• TULP2G (NFI): GSM, CDMA 

• Oxygen Forensic Suite 
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Integrated Mobile Forensic Toolkits 

• UFFED Touch Ultimate (Cellebrite) 

• BitPIM (Freeware) 
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Manual Data Acquisition 

• Process: Review phone documentation and browse 
using handset buttons to view data by hand. 

• Tools available 
– Project-a-phone 

– ZRT (http://www.fernico.com/zrt.html) 

• Pros 
– Can work on every phone 

– No cable needed and easy to use 

• Cons 
– Can’t get deleted information 

– No report generation; Time consuming 

– Can’t  be used for keypad damaged, broken handsets, 
non-working mobile phones  
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• Process : Connect the handset to the PC through data 
cable. Extract data using syncing software from 
manufacturer 

• Tools: many; refer http://www.e-evidence.info 

• Pros 
– Fast, easy to use, lot of information available 

– Consistent report format, actions are repeatable 

• Cons 
– May be writing data to handset 

– Lot of cables required for connecting the handsets to 
the mobile forensic workstation 

– Cannot recover deleted files 
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Logical Data Acquisition 

Logical Data Acquisition: 

  Logical Memory Retrieval 

• Live SIM card data can be retrieved 

• Live Handset data can be retrieved 

• Deleted SMSes can be retrieved only from 

the SIM card (using a SIM card reader) 

• Deleted Handset data cannot be retrieved 
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• Process: Connect data cable to the handset. Extract data using 
tools by communicating with handset processor 

• Tools available 
– UFS-3 (http://www.ufsexplorer.com/products.php#mobile) 

– SmartClip (http://www.smart-clip.com/) 

– COM Port Unibox; 187 Pcs GSM+CDMA Cables 
(http://www.ipmart.com/main/product/COM,Port,Unibox,With,
187,pcs,GSM,CDMA,Cable,in,Package,23718.php?prod=23
718) 

• Pros 
– Can recover deleted data. 

– Extract data hidden from handset menus; inexpensive 

• Cons 
– Inconsistent report format and required data conversion 

– Difficult to use; limited to specific manufacturer 
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Physical Data Acquisition 

Physical Data Extraction 

• Bit by bit (first to last) copy of the entire physical 

flash memory 

• Phone’s file system, firmware, unallocated data 

• Costly & time consuming 

• If the mobile forensic tool support the make & model 

of the mobile phone and it can be interfaced / 

connected with the mobile forensic workstation then 

carryout the physical extraction of the phone’s data 

• Examine / analyse the parsed data from the 

physical extraction 

• Carve out files (images, media, text) from the raw 

data 
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Mob Forensic Toolkits for  

Physical Extraction 

• UFED Physical Pro (Cellebrite) 

• XRY 

• Oxygen Forensic Suite 2011 v.3.5 

• Mobile Phone Examiner Plus (MPE+; AccessData) 

– Supports +3500 phones 

– Image acquisition - physical & logical for: 

• iPhone, iPad, iPod Touch 

• Android, Windows Mobile, Blackberry devices 
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• Process: Connect directly to the handset memory and 
extract data by directly communicating with memory chip 
(bypassing the handset processor) 

• Tools available 

– SDK’s 

• Pros 

– Can extract all data from handset. 

– Gives better picture of what is going on phone. 

• Cons 

– May require de-soldering of Flash Memory Chip 

– Inconsistent report format and required data conversion 

– Difficult to use 
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Physical Data Acquisition 

(Memory Read) 



Extracting Data from Phone Memory 

• Access the memory chip through 

motherboard (e.g. JTAG interface); or 

• Extract data from memory chip through 

mobile forensic analysis tools / toolkits using 

interface for data communication: 

– Serial Communication wired interface 
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Physical Data Acquisition  

(Memory Read) 
JTAG (Joint Test Action Group) interface 

Pros 

•  Non destructive 

•  Ability to dump RAM (PDA) 

Cons 

• Expansive equipment 

• Advanced JTAG technology 

knowledge required 

• JTAG test points must be 

located on cell phone 

• Many mobile phones may not 

support/activate JTAG interface 

• We can access not only non-

volatile, but also volatile memory 
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JTAG Interface 

• It was made to test the assembled 

motherboard 

• Standardization of chip test: IEEE Standard 

1149.1 

– The test uses TAP (Test Access Port) with 

Boundary-Scan Architecture 

• Most of the Mobile Phone Manufacturers 

have provided it to their handsets 

– serial interface 

18/11/2014 
95 CERT-India 

Analysis 

18/11/2014 CERT-India 96 



Extracted Data 

• Backup Files from Desktop / Laptop 

• Extracted Binary Data (.bin) through Physical 

Acquisition 

• Binary data is processed using S/w tools to 

carve out the files 
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UFED (Cellebrite) 

• UFED4PC 

• UFED Logical Analyzer 

• UFED Physical Analyzer 

• UFED Ultimate Touch 

• UFED Link Analyzer 
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XRY Reader 

• Examine .xry files 

• Also support some Chinese chipsets 

• Unrecognised files 

• Databases (SQLite) 

• Documents 
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Oxygen Forensic Suite 

• Auto / manual device detect 

• Data extraction 

– Listed if physical is possible 

 

18/11/2014 CERT-India 100 



IEF Mobile 

• Internet Activity 

• Chats 

• Multimedia files 

• Keyword search 

• Accounts & passwords 
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Multimedia Files with EXIF data 

• DCIM folder in data card 

• File Metadata shows camera details 

• Date & Time of photograph clicked 

• Geo Tagging – Longitude & Latitude data of 

the location of the digital photograph taken 

• S/w Tool ‘EXIFTool’ can be used 
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Malware / Spyware 

• FlexiSpy 

• MobileSpy 

• mSpy 

• MobiStealth 

• SpyBubble 

– Allows live call monitoring & geo location 

• Spyera – undetectable once installed 

• Tracer Android 
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Documentation 

• Log all the activities in log book with date & 

time chronologically 

• Time difference, if any, with the standard time 

must be recorded 

• Have a digicam handy and photograph 

equipments, connectivity, handset and any 

relevant specific information identified 

• When connected to a mobile forensic 

workstation for analysis, take screenshots of 

your relevant findings 
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